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Problems required to solve:
DH-KAP, MiM Attack, EIGamal encryption, EIGamal signature.
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Asymmetric encryption

ElGamal Cryptosystem

Parameters generation

Strong prime number p generation.

Find a generator g in Z,*={1, 2, 3, ..., p-1} using condition Fact C.23.

Strong prime p=2q+1, where q is prime, then g is a generator of Zp* .

g+ 1 mod p and g?# 1 mod p.

1.Declare Public Parameters to the network PP =(p,Q); p=268435019; g=2.
2728=268435456

2.Key generation
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e The public key is PuK=a.
@ A, Private

* The private key is PrK = X.

Asymmetric Encryption - Decryption  Asymmetric Signing - Verification
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El-Gamal Encryption

Let message m needs to be encrypted, e.g. m=111222.
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